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 Invoice management system is one of the components of local tax collection 
business and important measure of implementation controlling tax by tax 
authorities. However, the current invoice management tools and technology of the 
Local Tax Bureau  is still lagging behind, still stuck in a simple technical manual 
management and physicalsecurity of the stage, on the one hand to increase the local 
tax authorities to tax the difficulty of Invoice management , on the other hand also 
to the lawless elements as false invoicing ，facilitated the illegal use of invoices, so 
that local tax authorities of tax collection and tax sources monitoring the quality of 
the greatly reduced. 
For all that ， According to the current situation of informationalizing 
construction in  local  taxes system in a northern city,   developed an Online 
Invoice Management System and  make full use of  information Technology, 
using Taxpayers, the new online model invoices, to strengthen tax 
authorities'ability to intensify invoice management。 
This paper solves three problems as following: Firstly, Taxpayer can use 
Online Invoice Management System to make out invoices , so that the tax 
authorities can grasp the invoice data of taxpayers in real time  and monitor the 
online invoice-issuing conditions.Second，PKI technology is introducing to this 
system to solve the identity authentication in network effectively and fully 
guaranteeing the confidentiality of invoice information，authenticity   integrity 
and non-repudiation, with the application of  Planar bar code technology and 
Tax-Controlled Code ，the phenomena like buy and use the false invoice in the tax 
collection and management work, resell real invoice illegally, taxpayer at a profit 
and write out falsely the amount of the invoice etc will largely be avoid .third，if 
you install the client terminal software of invoice , it can issue the invoice offline in 
case that we can't issue the online invoice because of the network failure.once the 
network is ok,the client will upload the offline invoice data to the server and shift 















resources and probably high breakdown probability.  
Paper described in detail in the design of the system invoice required theory, 
software technology, especially the design,methods and processes, and ideas for 
design features and specific details. The system has a reasonably strong interactive 
interface and database logic, and run through several tests, to achieve all the design 
features, This Paper puts the PKI technology into the Online Invoice Management 
System，and provides a solution for the safe operation of invoice  information 
system. 
 















目  录 
第 1 章  绪论 ......................................................................................... 1 
1.1 论文的研究背景 ........................................................................................... 1 
1.2 国内外研究现状 ........................................................................................... 3 
1.2.1 国内研究现状 .................................................................................... 3 
1.2.2 国外研究现状 .................................................................................... 4 
1.3 论文的主要工作 ........................................................................................... 5 
1.4 论文结构安排 ................................................................................................ 6 
第 2 章  相关技术介绍 ......................................................................... 8 
2.1 PKI 技术基本理论 ........................................................................................ 8 
2.1.1 密码学 ................................................................................................ 8 
2.1.2 数字签名 ............................................................................................ 9 
2.1.3 消息摘要 .......................................................................................... 10 
2.1.4 数字信封 ........................................................................................... 11 
2.1.5 数字证书 ........................................................................................... 11 
2.2 PKI 体系与功能 .......................................................................................... 12 
2.2.1 核心功能 .......................................................................................... 13 
2.2.2 公钥基础设施标准 .......................................................................... 13 
2.3 CA 中心 ....................................................................................................... 14 
2.3.1 CA 中心功能 ..................................................................................... 15 
2.3.2  密钥管理中心 ................................................................................ 19 
2.3.3  注册审核系统 ................................................................................ 19 
2.4  J2EE 的组件技术简介 ............................................................................. 19 















2.4.2 J2EE 组件 .......................................................................................... 21 
2.4.3 JSP ..................................................................................................... 22 
2.4.4 Struts .................................................................................................. 22 
2.5 EJB 技术 ..................................................................................................... 23 
2.5.1 EJB 介绍............................................................................................ 23 
2.5.2 EJB 类型............................................................................................ 23 
2.6 二维码技术 ................................................................................................. 24 
2.7 本章小结 ..................................................................................................... 25 
第 3 章  系统需求分析 ....................................................................... 26 
3.1 系统目标 ..................................................................................................... 26 
3.2 业务需求 ..................................................................................................... 27 
3.3 系统功能需求分析 ..................................................................................... 30 
3.3.1 用例图描述 ...................................................................................... 31 
3.3.2 系统数据流程图描述 ...................................................................... 32 
3.3.3 功能模块描述 .................................................................................. 32 
3.4 本章小结 ..................................................................................................... 39 
第 4 章  系统总体设计 ....................................................................... 41 
4.1 系统体系结构 ............................................................................................. 41 
4.2 网络架构设计 ............................................................................................. 43 
4.3 基于 PKI 体系的安全设计 ........................................................................ 44 
4.3.1 CA 认证管理系统组成...................................................................... 44 
4.3.2 基于数字证书的身份认证 ............................................................... 46 
4.3.3 税控码防伪机制 .............................................................................. 46 
4.3.4 二维码加密机制 .............................................................................. 47 














第 5 章 系统详细设计 ......................................................................... 48 
5.1 业务流程详细设计 ..................................................................................... 48 
5.1.1 在线开票模式 .................................................................................. 48 
5.1.2 离线开票适时上传模式 ................................................................... 49 
5.1.3 系统登录流程详细设计 ................................................................... 51 
5.1.4 发票开具业务流程详细设计 ........................................................... 52 
5.2 纳税人自开票子系统功能详细设计 .......................................................... 57 
5.2.1 发票管理模块 ................................................................................... 57 
5.2.2 系统管理模块 ................................................................................... 60 
5.2.3 查询统计模块 ................................................................................... 62 
5.3 发票后台管理子系统功能详细设计 .......................................................... 64 
5.3.1 发票管理模块 ................................................................................... 64 
5.3.2 项目登记管理模块 ........................................................................... 66 
5.4  CA 子系统相关功能设计 ........................................................................ 67 
5.4.1 数据签名及验签 ............................................................................... 67 
5.4.2 生成税控码 ....................................................................................... 68 
5.4.3 验证税控码 ....................................................................................... 69 
5.5 数据库设计 .................................................................................................. 70 
5.6 本章小结 ...................................................................................................... 76 
第 6 章  系统实现 ............................................................................... 77 
6.1 系统的开发环境 ......................................................................................... 77 
6.2 系统登录 ..................................................................................................... 77 
6.3 导航页面 ...................................................................................................... 80 















6.5 客户端发票开具 .......................................................................................... 87 
6.6 数据库访问的实现 ...................................................................................... 88 
6.7 数据签名的实现 .......................................................................................... 90 
6.8 本章小结 ...................................................................................................... 91 
第 7 章  系统安全的实现 ................................................................... 92 
7.1 网络结构的安全规划 ................................................................................. 92 
7.2.1 税务应用系统的网络分割 ............................................................... 92 
7.2.2 防火墙实现网络各区域的安全隔离 ............................................... 92 
7.2 安全防护策略 ............................................................................................. 92 
7.3.1 防火墙策略 ...................................................................................... 92 
7.3.2 网页防篡改系统的设置 ................................................................... 93 
7.3 网络安全的管理 .......................................................................................... 94 
7.4.1 地址管理 ........................................................................................... 94 
7.4.2 权限管理 ........................................................................................... 94 
7.4 本章小结 ..................................................................................................... 94 
第 8 章  总结与展望 ........................................................................... 95 
8.1 总结 ............................................................................................................. 95 
8.2 展望 ............................................................................................................. 95 
参考文献 ............................................................................................... 96 















Chapter1 Introduction .......................................................................... 1 
1.1 Background .................................................................................................. 1 
1.2 The development of the status quo at home and abroad .......................... 3 
1.2.1 The domestic status quo ....................................................................... 3 
1.2.2 The status quo abroad .......................................................................... 4 
1.3 The main work of this paper ....................................................................... 5 
1.4 the organizational structure of this paper .................................................. 6 
Chapter2  Related Technical Introduction ....................................... 8 
2.1 The Base Theories of PKI ............................................................................ 8 
2.1.1 Cryptography ....................................................................................... 8 
2.1.2 Digital Signature Technology .............................................................. 9 
2.1.3 Message Digest .................................................................................. 10 
2.1.4 Digital Envelope Technology ............................................................ 11 
2.1.5 Digital Certificate Technology ........................................................... 11 
2.2 PKI Architecture ........................................................................................ 12 
2.2.1 Core Function  .................................................................................. 13 
2.2.2 Public Key Infrastructure Standard ........................................................ 13 
2.3 CA Center ................................................................................................... 14 
2.3.1 The function of CA ............................................................................ 15 
2.3.2  KMC ............................................................................................... 19 
2.3.3  RA Center ....................................................................................... 19 
2.4  JZEE technology ..................................................................................... 19 
2.4.1 J2EE architecture ............................................................................... 20 
2.4.2 J2EE component ................................................................................. 21 
2.4.3 JSP ..................................................................................................... 22 
2.4.4 Struts .................................................................................................. 22 
2.5 EJB technology ........................................................................................... 23 
2.5.1 EJB Introduction ................................................................................ 23 
2.5.2 EJB Type ........................................................................................... 23 















2.7 Summary of this chapter ........................................................................... 25 
Chapter3  Requirements Analysis ................................................... 26 
3.1 Target of system ......................................................................................... 26 
3.2 The main demand of this System ............................................................ 27 
3.3 Requirements Analysis .............................................................................. 30 
3.3.1 Use Case Diagrams and Descriptions  .............................................. 31 
3.3.2 The description of data flow .............................................................. 32 
3.3.3 The description of functional modules .............................................. 32 
3.4 Summary of this chapter ........................................................................... 39 
Chapter4  System General Design ................................................... 41 
4.1 System Architecture .......................................................................... 41 
4.2 network architecture designed .................................................................. 43 
4.3 Design of security based on PKI  ............................................................. 44 
4.3.1 CA Center ........................................................................................ 44 
4.3.2 Digital certificate-based authentication ........................... 46 
4.3.3 Tax-Controlled Code ........................................................................ 46 
4.3.4 Planar bar code ............................................................................ 47 
4.4 Summary of this chapter ........................................................................... 47 
Chapter5  Detailed Design ................................................................ 48 
5.1 Detailed design of business processes ....................................................... 48 
5.1.1 Invoicing online pattern ..................................................................... 48 
5.1.2 Invoicing offline pattern .................................................................... 49 
5.1.3 User Login Management ................................................................... 51 
5.1.4 Invoicing business process ................................................................ 52 
5.2 Detailed design of invoicing System .......................................................... 57 
5.2.1Invoice Managerment Module ............................................................ 57 
5.2.2 General Management Module .......................................................... 60 
5.2.3 Query and Statistics Module ...................................................... 62 














5.3.1Invoice Management Module ........................................................... 64 
5.3.2 Project Registration Module ....................................................... 66 
5.4  Functional design of Ca .......................................................................... 67 
5.4.1 Digital Signature ......................................................................... 67 
5.4.2 Generate Tax-Controlled Code .......................................................... 68 
5.4.3 Verify Tax-Controlled Code .............................................................. 69 
5.5 Database Design ......................................................................................... 70 
5.6 Summary of this chapter ........................................................................... 76 
Chapter6  System Implementation .................................................. 77 
6.1 The development environmnet of the system ........................................... 77 
6.2 User Login ................................................................................................... 77 
6.3 Navigation Page .......................................................................................... 80 
6.4 Invoice Management .................................................................................. 81 
6.5 Invoicing offline Management ................................................................... 87 
6.6 Implementation of Database Access ......................................................... 88 
6.7 Implementation of Digital Signature ........................................................ 90 
6.8 Summary of this chapter ........................................................................... 91 
Chapter7  Implementation of system security ................................ 92 
7.1 Network infrastructure security planning ............................................... 92 
7.2.1  network segmentation ..................................................................... 92 
7.2.2 SECURE ISOLATION ...................................................................... 92 
7.2 Security policy ............................................................................................ 92 
7.3.1 Firewall policy ................................................................................... 92 
7.3.2 Tamper-proof system of the Web page settings ................................. 93 
7.3 Network security management .................................................................. 94 
7.4.1 IP address management ..................................................................... 94 
7.4.2 Rights Management ........................................................................... 94 
7.4 Summary of this chapter ........................................................................... 94 
Chapter8  Conclusion and Outlook ................................................. 95 















8.2 Outlook ....................................................................................................... 95 
Referrence ............................................................................................ 96 













第 1 章 绪论 
1 
















































































Degree papers are in the “Xiamen University Electronic Theses and Dissertations Database”. Full
texts are available in the following ways: 
1. If your library is a CALIS member libraries, please log on http://etd.calis.edu.cn/ and submit
requests online, or consult the interlibrary loan department in your library. 
2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn for delivery details.
厦
门
大
学
博
硕
士
论
文
摘
要
库
